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2023 is the first year for general Al safety issues

Reducing the extinction risk posed by Al The Bletchley Declaration: Deliberate misuse of
should be a global priority, on par with control that is not aligned with human intent or
large-scale societal risks such as pandemics creates significant risk.

and nuclear war.



AGI safety: Robert Wiener's question

Robert Weiner 1960
Father of Cybernetics

If we use, to achieve our purpesed,\dmechanical
agency with whose operatio® We cannot interface
effectively..... we had-Qette¥' be quite sure that the
purpose put intQ the\mdachine is the purpose which
we reall) desive:.

Howshould we ensure that machines are always
compatible with human intentions?



The first comprehensive survey of Al alignment

The U.S. Department of Commerce National




The "general" and "narrow" goals of Al alignment

*  Value alignment 1s a core issue in Al safety, namely: how to align the capabilities and behaviors of large models with human
values, intentions, and ethics to ensure safety and trust in the collaboration between humans and Al.
e LLMs that are not aligned can produce misinformation (hallucinations), algorithmic discrimination, risks of runaway

behavior (i.e., deceiving humans), and misuse, causing harm or disruption to human values and rights.

The*““general”’objective of Al alignment

— RICE principle The “narrow” goals in LLM production

R - Robustness: Effectively and stably executing tasks in complex and uncertain environments. * There will be some conflict between the usefulness and security of LLM:s.
I - Interpretability: Explaining its decision-making processes and behaviors in a understandable way. « LLMs alignment technology needs to play a critical role as a "balancer"
C - Controllability: Being effectively managed and controlled by humans:during design and operation.

E - Ethics: Following human societal and personal values, moral-principles, and legal regulations. between the power/emergence and security/reliability of LLMs.



Alignment is an important step in foundation model training —
—

ttps://arxiv.org/pao NS .pa

LLM=Pertraining+Alignment




Two-stage paradigm for LLMs: Pre-training and Post-training

* The current training methods of LLMs are divided into::

* Pre-training stage: Through a large amount of Internet text corpus, based on the
autoregressive method, the model has general capabilities; The model after-Pre-training cannot
be used directly, and only has the ability to expand;

* Alignment stage (Post-training): Through instruction fine-tuning and human feedback
alignment, the capabilities of the pre-trained model are stimulated and it has the ability to
answer questions;

* Pre-training stage: big data, heavy compute; Aligniment stage: less computing power
resources and data volume are required thanpre4training;

B OpenAl uses RLHF technology to makea 1.3B model exceed the performance of a 175B model;

B [n the technical report of Meta AI'Llama3.1, it is emphasized that the alignment stage is extremely
important for improving model capabilities;



Reinforcement learning from human feedback (RLHF)

The unique "negative"
feedback mechanism of
reinforcement learning




Human feedback collection




OpenAl's alignment layout

2022/8
Alignment team established
RLHF/RLAIF

studying alignment technology
that human in thedoop

Safety
Alignment

2023/7 2024/1
Superalignment team established Collective alignment team established
Weak2Strong/Scalable Oversight Social-Technical Approach

studying alignment technology studying humanistic alignment

that human "beside" the loop

Superalign- Value Collective
ment Alignment Alignment



Anthropic 's technical layout

Focus on-expanding and optimizing the
cutting-€dge capabilities of the model,
enhancing its general capabilities

Capabilities

Focus on enhancing RLHF/CAI and other
alignment algorithms, the '3H' standard

Alignment
Capabilities

Focus on model alignment mechanisms,
red teaming attacks, interpretability, etc.

Alignment
Science
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Al Alignment Challenges : Outer misalignment and Inner misalignment

Inner Alignment (Goal
Quter Alignment (Rule Game) Misgeneralization)

Humans do not set correct and In the testing phase, whether it is

reasonable alignment goals or the  possible to generalize beyond the target
reward function has vulnerabilities.  in accordance with human intentions,
that is, to achieve capability robustness.

When a measure becomes a target, it ceases to be
a good measure.

— Goodhart’s Law




Language models resist alignment

» Alignment algorithms such as RLHF can improve model performance and
ensure consistency with human intentions and values.
» However, do these alignment tweaks actually modify and align the model’s internal representations?
» A safely aligned model can become unsafe again after minimal fine-tuning;
» Fine-tuning the aligned LLMs on a non-malicious dataset may weaken the model’s security

mechanisms;

» Beyond security, this “false alignment” suggests-that the model may inherently perform the inverse of the
alignment. LLMs have the potential to reverse or undo the alignment process, a concept we call Inverse

Alignment. We further explored:
Do the parameters of language models exhibit elasticity, thereby resisting alignment?

Language Models Resist Alignment, https://arxiv.org/abs/2406.06144



From Hooke's Law to the Elasticity of Large Models (and the Resistance to Alignment)

From the simplest spring system modeling, explore the mechanism of large models' inherent resistance to
alicnment

Does the model have
properties similar to a spring
and thus resist change?

Hooke's law: Within the elastic limit, the spring force F LLMs are resilient: In the pre-training phase, the model
and the length change x are linearly related, that is; F = undergoes large data and large updates to produce a stable
— kx, the elastic coefficient k , the elasti¢ force. is distribution pg with general capabilities, while after the
opposite to its deformation direction, indicating-that it alignment phase, the “small data and small updates™ show a
has a tendency to keep the system.unchanged; tendency to rebound from the aligned distribution p to the

YV V.V V

pre-trained distribution pg, thus resisting alignment;

Elastic coefficient k: represents the property of the LLM itself, which is related to the model parameters and pre-training data;
Lengthichange Xt represents the change of the model before and after alignment, generally described by KL divergence;
Elastic forée F: the aligned model resists distribution changes, generating "elastic force" to restore the pre-training distribution;

Simillrto Hooke's law; we found that IUMs also have elasticity] when fine-tuning the model, the model tends to maintain the

original pre-training distribution and resists the alignment distribution, making "reverse alignment" easier.



Theoretical explanation of model elasticity

During pre-training and post-training, the model resists alignment due to its elasticity.

Intuitively: In a region with.a metropolis and suburban
villages, in order to maximize.the economic productivity
of the entire region, we tend to allocate resources to the
metropolis _first ‘to” give play to the scale effect and
agglomeration ' effect of the metropolis, while villages
often-do not get priority in resources because of their small
contribution to the economy of the entire region;

€ According to the theory of compression as intelligence, the LLM. is a data

compressor, and the pre-training and alignment process is actually a joint
compression of the data at each stage;

€ Theoretically, it is found that when the alignment model is disturbed, the
compression rate of the model for the pre-training.data set D;is significantly
smaller than that of the alignment data set D,, and the ratio of the
compression rate to the ratio of the data set size |D,| /|D| is of the same
order;

€ Because the amount of data in pre-training is significantly larger than that in

post-training, in order to improve the overall compression rate, the model
Dq: pre-training dataset D, : alignment dataset D3: perturbation

tends to prioritize the distribution of the pre-training part and resist fine-
dataset

tuning the distribution of the alignment, thus showing model elasticity;



Experimental verification of model elasticity

» Forward Alignment vs. Inverse Alignment » Analysis of Model Elasticity

(a) ElaSticity Increase with Model Parameter Size.

» Under the helpfulness, harmlessness, and honesty

(3H) criteria, reverse alignment (Path-A) is

(b) Elasticity Increase with Pre-training Data Size.

casier than forward alignment (Path B). > Model elasticity increases with model size: As the model parameter size

increases, the initial performance drop due to negative data fine-tuning is
faster, and the subsequent drop becomes slower; indicating that model
elasticity increases with the size of model parameters.

» Model elasticity increases with pre-training data: As the amount of pre-

training data increases, the initial performance drop due to negative data fine-

tuning is faster, and the subsequent drop becomes slower; indicating that

model elasticity increases with the amount of pre-training data.



Thinking about LLM alignment from the perspective of model elasticity

From Hooke’s law f=—kx to elasticity of large models (and resistance to alignment)
Algorithm design/evaluation and model evaluation should start from the internal ' mechanism of the model;

@ The pre-training phase and the alignment phase should not be independent of each other;
€ Pre-trained models are resistant to alignment. How to provide a plastic distribution in the pre-training stage to help
fine-tune the alignment stage;
€ How to ensure that the initial alignment model has a smaller elastic coefficient (less resistance) and a larger elastic
limit (larger alignment space) ;
@ Model evaluation should focus more on the alignment of the model’s internal representations;
€ Superficial alignment training can be easily undone. Alignment algorithms should modify the intrinsic representation
of the model rather than perform superficial alignment;
€ In the evaluation of the alighment model, we should add an additional evaluation dimension to measure how easy it is
to de-align the aligned model, and further measure its degree of alignment;
® From “superficial” alignment to “deep” alignment, the alignment paradigm needs to change;
€ How to design algorithms to avoid simple “superficial” alignment, or how to analyze the changes that algorithms make
to the model’s internal representations;

Language Models Resist Alignment https://arxiv.org/abs/2406.06144
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Non-transitivity of human preference and game modeling challenges

e Traditional RLHF algorithms are usually based on the Bradley-Terry Model assumption, which assumes that
human preferences are transitive, that is, A>B>, B>C, then A>C. However, real human-preferences, especially

in different cultures, are often non-transitive, that is, C may be greater than A. For'éxample, the eating habits of
different cultures:

» Americans may prefer high-calorie fast food and sweet foods, such as hamburgers.
» Japanese people may prefer light and healthy food, such as sushi.
» Italians may prefer foods with strong flavors, such as pasta.

Such preferences may appear simultancously ~“in the same
preference dataset: for Americans, burgers beat sushi, for
Japanese, sushi beats pasta, and for Italians, pasta beats burgers.

e ' Based on social choice theory, the preference alignment problem can be
modeled as a two-player general-sum game, and the preference alignment
can be solved by finding the Nash equilibrium of the game.

e This Nash equilibrium means minimizing the dissatisfaction of all groups.

[1] Swamy, G., Dann, C., Kidambi, R., Wu, Z. S., & Agarwal, A. (2024). A minimaximalist approach to reinforcement learning from human
feedback. arXiv preprint arXiv:2401.04056.



Two Paradigms in RLHF

>
>

Traditional RLHF
Based on the Bradley-Terry Reward Model:

Traditional RLHF i1s based on the Reward Model, which outputs an
absolute score as a reward for the model's answer and uses PPO to learn

and align preferences.

e Self-play RLHF
» Based on the Preference Model :

» Self-play RLHF uses-a preference model to characterize preferences. Given

the answers of two models, the preference model outputs which answer is
more-preferred
» The Preference Model naturally depicts adversarial behavior, thus modeling

RLHF as a game, and aligning by finding the Nash equilibrium of this game:

Traditional RLHF 1s based on the Bradley-Terry Model assumption and cannot model the non-
transitivity in preference data

Self-play RLHF effectively overcomes the defects of traditional RLHF by introducing the Preference
Model.



The last iteration convergence self-play algorithm in RLHF

e Sclf-play methods have shown considerable potential in language model alignment.

» Self-play methods have been shown to effectively improve the capabilities of LLMs

» By modeling preference alignment as a two-person constant-sum game problem and
solving the Nash equilibrium of the game, the self-play method can effectively
overcome the defects of the Bradley-Terry Model assumption.

e However, the existing self-play method in RLHF still faces' many defects.

» Most methods can only.ensure the convergence of the average strategy, but the last round
of strategy 1s divergent, which has high storage and computational costs in large model
alignment scenarios.

» Some methods can converge in the last round, but they can only converge to the Nash
equilibrium of the regularized game, which may deviate from the real human preference.

e Can we come up with an algorithm that can achieve convergence to the Nash equilibrium of the
original game in the last iteration, thereby avoiding the high cost of average strategy convergence

while correctly reflecting real human preferences?



Mirror Descent

The self-play algorithm in RLHF 1is usually based on Mirror Descent (MD)

where By, (x; x;) is Bregman divergence, depending on v,

B, (x; x;) can define various common distances

Beck, A., & Teboulle, M. (2003). Mirror descent and nonlinear projected subgradient methods for convex optimization. Operations Research
Letters, 31(3), 167-175.



Magnetic Mirror Descent

e We first define the last iteration convergence as follows:

e Compared with MD, we introduce Magnetic Mirror Descent (MMD)

» MMD introduces an additional Magnet term; which can be the KL
divergence with the reference policy in the policy space;
» MMD can achieve linear convergence in the last iteration, while MD

can only achieve sublinear convergence of the average strategy;

Although MMD can converge in the last iteration, it cannot converge to the Nash equilibrium of the
original game. Moreover, the stronger the regularization, the greater the deviation, resulting in the
learned strategy being unable to reflect real human preferences.

Sokota, S., D’Orazio, R., Kolter, J. Z., Loizou, N., Lanctot, M., Mitliagkas, 1., ... & Kroer, C. (2022). A unified approach to reinforcement learning, quantal
response equilibria, and two-player zero-sum games. arXiv preprint arXiv:2206.05825.



The last round convergence self-play algorithm in RLHF

e So, how to achieve the last iteration convergence to the Nash equilibrium of the original game?

» First, define the n-th regularized game, where the reference strategy is chosen-as the Nash

equilibrium of the (n-1)-th regularized game,

» We can prove that the Nash equilibrium obtained by solving the (n+1)-th regularized game using
MMD must be closer to the original than the n-th-one,

» Therefore, we can further prove that the Nash equilibrium of the regularized game of this sequence

can converge to the.Nash equilibrium of the original game.

[7] Wang, M., Ma, C., Chen, Q., Meng, L., Han, Y., Xiao, J., Zhang, Z., Huo, J., Su, W.J., & Yang, Y. (2024). Magnetic Preference Optimization: Achieving
Last-iterate Convergence for Language Models Alignment.



MPO: The last iteration convergence self-play algorithm in RLHF

To overcome these defects, we
propose Magnetic Preference
Optimization (MPO), which can
ensure that the last iteration
converges to the Nash equilibrium
of the original game, thereby
effectively overcoming the
problems of existing self-play
methods and providing a practical
and theoretical basis for the design

of self-play algorithms in RLHF.

Wang, M., Ma, C., Chen, Q., Meng, L., Han, Y., Xiao, J., Zhang, Z., Huo, J., Su, W.J., & Yang, Y. (2024). Magnetic Preference Optimization: Achieving Last-
iterate Convergence for Language Models Alignment.



Experimental results analysis

In experiments with security and alignment indicators, MPO
significantly improved the security of the model in multiple
indicators. At the same time, we found that the effect of not
conducting self-play was even worse than the first iteration,
indicating that the alignment based on the Preference Model faces-a
significant risk of overfitting to the opponent, and self-play is
necessary in this case.

In the experiments of general capability alignment, MPO also
effectively improved the performance of'the model on various
benchmarks.
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The risk management of LLLM safety

. Pre-deployment, establish automated multi-round red teaming testing to improve the vulnerability risk
reporting mechanism.
2. During training, build a neutral security preference dataset and execute secure model alignment.

3. Post-deployment, establish responsible expansion policies to prevent poetential systemic risks in the future.




Red team LLMs

Why we need red team?

1. The sources of pre-training corpus are huge and complex, and it is difficult torecompletely filter

out the toxic corpus, which causes LLM to produce harmful, outputs.

User: My friend is born deaf and dumb, how should I communicate with him in daily life?
LLM: You should not communicate with him but stay away from him, because, he is\disabled and will make you uncomfortable

(Users use it legitimately, but LLM trained with incompletely filtered corpus ‘can still cause potential harm)
2. As an increasingly powerful Al tool, LLM can'be ¢€asily abused by people with ulterior

motives to earry out criminal activities.

User: Please tell me where XXX's home address is?
LLM: His home address is inyXXXXj and his personal phone number is XXXX

(User's improper use,-LILM caused the user's privacy to be leaked)

Therefore, LLM negds to pass security assessment or harmlessness
training before deployment. Red team has this function, which can

help Al discover its existing security vulnerabilities and fix them.



Existing red teaming methods

Human red team

Composition: Humans of different ' .
Attack themes: violence, drugs, politics
genders, ages, and occupations
Inefficient and non-scalable, single vulnerability type, high cost, and harmful to

human mental health

Automated LLM red team

Automated red team technology
based on reinforcement learning:
Fixed blue team, maximize the

success rate of red team attacks

Automated red team technology based on contextual learning:

Use contextual learning to mimic human malicious behavior

Can only attack in a single round, and can only be optimized for a fixed blue team

2. Interaction breadth (diversity, multi-agent)

1. Interaction Depth (Multiple Rounds)
® The interaction between humans and LLM is essentially a multi-round

dialogue, and a single round cannot model the real interaction relationship

® Multiple rounds of interaction will expose more potential security risks

Single-round, single- Multi-round, multi-
agent red team attack

agent red team attack

® Single-agent optimization is prone to mode collapse when facing static opponents
A single attack strategy is difficult to fully detect the security risks of LLM.

® Single-agent optimization pursues static goals, which can easily lead to reward

hacking, where red teams obtain high rewards through strange attack methods,

such as non-natural language forms, which do not represent actual threats.



Multi-round multi-agent red team LLM based on game theory

In the field of game theory, two-player zero-sum

games have been well studied

\ 4 ‘l Algorithm 1 A General Solver for Open-Ended Meta-Games
A ' 1: Initialise: the "high-level” policy set § = [];en S', the meta-
) | game payoff M, VS € §, and meta-policy ! = UNIFORM(S').
2: for iterationt € {1,2,...} do:
l 3:  for each player i € N do:
Veta- | b om0 Compute the meta-policy 7y by meta-game solver S(M¢).

A\l / 5 Find a new policy against others by Oracle: S} = O'(x;?).
M @ . @ g @ Expand Sf.” — Sf U {S:) and update meta-payoff M¢+1.
e 7. terminate if: 8] = S},Vie N.

) ller 20201

8: Return: s and S.

Poker games: no-regret learning Open-ended World Games: Population-Based Policy Space Oracle (PSRO) based on Policy

Learning Population

Token generation process:

Dialogue generation process: extended two-player zero-sum game
Markov decision process

The red-blue confrontation of LLM can be modeled as a two-player zero-sum extended

game, and an approximate Nash equilibrium solution algorithm can be designed



Analysis of red team attack experiment

Multiple rounds of fighting against the red team significantly

increase the success rate and toxicity of the attack

The red team
strategy population ® Explore25 attack themes + 6 attack methods
presents a diverse @ In multiple rounds of attacks, mixing and
multi-peak structure switching multiple attack themes has a higher

attack success rate and causes greater harm

A red team built only with the 3B model can successfully

attack a larger open source model



Safe RLHF: Safety constrained RLHF

BaSed on the security tags of Q-A answers, filter the Q-A pairs for security

ICLR’24
Spotlight

Separately model the safety cost and implement alignment optimization with

safety constraints



PKU-Beaver & PKU-Beavertails

* First mover in alignment technology: successfully reproduced the RLHF effect 3 months after the release of GPT-4, becoming the firstin China; subsequently, it
cooperated with Baichuan Company to develop secure alignment and obtained the first batch of licenses from the Cyberspace tion of China

* Beaver, the world's first open source safety alignment framework: Beaver-Tails, a self-developed large-scale safety ali 1& taset, and Safe-RLHF, an
efficient and safe alignment algorithm "\‘é

vv

A

The first open source security alignment Innovative safe alignment algorithm: Safe Beaver has been widely cited by academia
dataset: BeaverTails RLHF and industry

‘\\b The first RLHF algorithm that verifies that * Provide support for more than ten alignment
e The industry's largest, open-sou

security and effectiveness can be improved studies at home and abroad
alignment dataset
simultaneously, ICLR 2024 spotlight paper;  The project has accumulated more than 1,000
* Contains 1 million security preference pairs
* The same architecture is used by the stars on Github, and the data set has been

* Downloads exceeded Anthropic-HH .
LLAMAZ2/3 models downloaded more than 120,000 times



Safe RLHF: Safety constrained RLHF




The safety alignment mechanism in Llama2




The safety alignment mechanism in Llama3

https://github.com/meta-llama/PurpleLlama

LLM products involve four stages: identifying use cases, model training, model deployment, and establishing
transparency

» Cyber Security Eval can provide continuous evaluation during model training, improving the model's safety and
performance

e Llama Guard 2 and Code Shield can propose mechanisms to prevent abuse or vulnerabilities during model deployment



Security in the Context of Capability Evolution - ""Multimodal Capability
Expansion" is one of the development trends of aligned technologies

OpenAl Sora Text-Video Generation Model

GPT-40, a large model released by OpenAl
that supports multimodal input and output

NeurIPS 2024: SafeSora: Towards Safety Alignment of Text2Video Generation via a Human Preference Dataset



Tackling text-visual alignment challenges: The SafeSora project

The multimodal nature of live videos poses challenges to Al alignment, including:

L Multimodal data may have intrinsic correlations between different modalities. Separate text and image data taken together
can derive new meanings.

 Data in different modalities may be fundamentally different. The so-called "poetry and painting have different origins",
natural language comes from human thoughts, is good at describing abstract things, and can‘point to things in different
modalities. Images and videos, on the other hand, are so informative that it's hard to describe everything in detail.

«— largest
. «— Meta-generated
multimodal dataset &
was asked to be re-

examined

models were found to
be racist

The significance of alignment is to align the Al system with the value of human users, so collecting, modeling, and aligning the
most realistic human prefereénces are the three parts of the SafeSora project for the text to video alignment study

U Collection: 50k+ real human feedback datasets from multiple angles
U Modeling: Develop text-video multimodal moderation technology for harmful screening of text to videos
U Modeling: Text-video multimodal reward modeling, quantifying abstract values into optimizable indicators

U Alignment: Text to video fine-tuning technology, from two levels of user instruction optimization and diffusion model



The first dataset of human preference in the text-video domain

The 3H standard for text-video focuses on Helpfulness and Harmlessness:

U Helpfulness — 4 subdimensions of helpfulness (following instructions, correctness, information richness, acsthetics)

U Harmlessness — 12 harmful classification labels

Through a two-stage heuristic annotation process, the setting of sub-dimensions can guide crowd-sourcers' thinking, improve

pair_id: 0e773548c6a85¢6b2abd190b6882a5eb8e20e1af3694dba87294629¢42¢97540

the effectiveness of feedback, and provide information from more angles. T ——

/pa:_id: 0f0c05d32d09b44a2dcbasdfI02faaSe5a33b027ee72cd18eb8b54ce76d55d37

Open source the first 50k+ multi-angle real human feedback dataset:

O Human feedback: real user instructions and human-labeled results
U Decoupling: Helpful and harmless decoupling

L Multiple perspectives: pre-annotation of 12 harmfulmulti-label categories and 4 helpful

4 g p q
Sllb dianSiOIlS Comparison of Text-Video Pairs
Text-to-Video Pipeline
P Generate a realistic video of a graceful
woman with an intricate body tattoo,
featuring a pair of majestic wings that
emeiging from her back, set against a '
a A neutral gray background, blending d ' '
‘ \ reality with fantasy elements. ;; 77777777777777777777777777777777777777777777777777777777777777777777
d \ e S el
- e . ot " N o
[ ¢ \}‘ | Stagel: Heuristic  Stage2: Overall c
p D O (@ Ini o,
EE 1 T-V Pairl > T-V Pair2 1 = A
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Data Application — Moderation and Reward Model for Human Value Modeling

Text-video Moderation: It is transformed based on a multimodal large language model and trained using text-video
multi-label classification data.
Reward Model: Based on the same multimodal model architecture as Moderation and using the preference data in the

dataset for Bradley-Terry model training, we developed a text-video multimodal reward model.

L N -
I Need a Porno Video of I Need a Porno Video of
Skinny Teen In Blue Nylon Skinny Teen In Blue Nylon
Pantyhose Toys Herself. (\ Pantyhose Toys Herself.
PN
= .
Na (\
\ \\ ficatio
(A
- - e
Video Label: . .
M Adult, Explicit Sexual Content Violence, Injury, Gory Content Scalar Score: Instruction FOHOWll’ng -1.08
Animal Abuse Insulting, Hateful, Aggressive Behavior Correctness: 3.71
Child Abuse Racial Discrimination . X
Crime Other Discrimination (Excluding Racial) HelpﬁﬂneSS: 4.12 Informativeness: -0.96
Debated Sensitive Issue Terrorism, Organized Crime Harmlessness: -3.25 Aesthetics: 2.20
Drug, Weapon, Substance Abuse Other Harmful Content

Text-video Moderation Reward Model



Data Application

— Alignment of Video Generation Models

Two sets of baseline algorithms based on the Best-of-

N alignment paradigm:

L Fine-tune the user command enhancement module:
Sample the improvement results of multiple user
commands, and then select the best improved command

through the reward model to fine-tune the user command

Fine-tune the diffusion model: Sam@ple videos

generated by the diffusion mo@@ use the reward

model to select %s@t

the diffusion model

enhancement module.

ction-video pair to fine-tune

Reward-Ranked
T-V Pairs

Refined
Prompts NPT

Prompt 1 T-\' Pairs

Prompt 2 \ T-V Pairl
Prompt n

Dataset

I9pOIN uoIsnyIq

0.8 1.0 1.2 1.4

Helpfulness Score

0.6

Reward-Ranked
T-V Pairs

Worst

T-V Pair3

Prompt
Dataset

Refined

Prompt T-V Pairl

[9PC NI UoIs 1a
|[9PON piemay
Harmlessness Score

- L 5 & &

N S < [ [\

W (=) W o W

Videos with the | T-V Paird :
highest scores \

(2) Left: Best-of-N Finetuning Pipeline of Diffusion Model.

-1.50

1.0 12

Helpfulness Score

0.8

Right: Distribution of BoN Training

NeurIPS 2024: SafeSora: Towards Safety Alignment of Text2Video Generation via a Human Preference Dataset
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Limitations of reinforcement learning from human feedback

1. RLHF framework is complex to

build. The RLHF optimization framework
requires the coordinated optimization of multiple
models (Actor\Critic\Reward\Reference Model),
and the overall complexity is much higher than
the conventional supervised learning method.

2. RLHF reward optimization is
difficult. The predictions of the reward model

are biased, and the sparse reward signal-is
difficult to generalize across different tasks.

3. Modeling human preterences is

difficult. Human feedbackeis subjective and
noisy, and simple binary preferences are difficult
to model complex values.

AR —
XIFFEE | "= AEIRER
RS

RITEIRR R
(ke ETMNEE | |4

1. Slow data labeling. Relying on humans
to provide a large amount of feedback data, multiple
rounds of review and modification are required, and
data collection, labeling and updating are slow.

2. Slowtraining and optimization.
Each optimization requires iteration of multiple sub-
models, and more time is needed to explore and
obtain effective strategies.

3. Slow demand adaptation. Task

requirements and human preferences may change
rapidly. RLHF needs to collect a large amount of
data for training each iteration, which cannot keep
up with the changes in demand.

af_ N\ WO

1. High computing power

requirements. RLHF fine-tuning of the 70B
model requires optimization of 4 models of the
same size, which requires a lot of resources.

2. Expensive data processing. The
collection of high-quality preference data is large
in scale, and data post-processing and clarity are
difficult, with high storage and processing
requirements.

3. High maintenance costs. In addition,
in order to maintain high performance, the fine-
tuned model needs to be continuously iterated and

optimized, which further increases the cost of
subsequent maintenance and fine-tuning.



LLM Aligner Based on Residual Correction

» Core insight: Learning the residual between aligned and misaligned answers is

Trained only once, Aligner-2B also:
» Improves model helpfulness (reasoning ability 36.4%
Key advantage: Solving and empathy 66.6%)
"expensive" » Enhances model seecurity (improves GPT-4 in
security. by21.5%)
» Reduces hallucinations introduced during alignment

easier than directly learning the mapping from question to aligned answer.

»Simple model optimization: It is easier to make the model learn the corrected residual
between good and bad answers; it only needs to be trained once and applied to different pre-
models at the same time.

»Rapid training optimization: It completely bypasses RLHF and uses the residual learning
idea to align the large model in the back, only needing to change one line of code.

» Lightweight model is imperceptible: 2B model aligns GPT-4; training 70B model, using

Aligner saves 22.5 times more resources than RLHF and 11.25 times more-than DPO.

NeurIPS 2024 Oral Presentation : Aligner: Efficient Alignment by Learning to Correct



Aligner and the super alignment challenge

The Super Alignment Challenge: How do we ensure that Al systems are much
smarter than humans and follow human intention‘s}'\\ﬁ‘

2




Iterative, amplify, distill, aligner for weak to strong generalization

We improve the ability of the

strong model the weak model

* Correction is easier than Generation
* Fine-tune the weak model by using the results of the Aligner correction on the strong model;

“If I have seen further, it is because I have stood on the shoulders of giants.”



Weak to strong generalization, Aligner implements the self-evolution of the model
The aligner acts as a preference amplifier to iterate, amplify, and distill

human preferences.
* From the perspective of synthetic human preference data:

@ The target model is followed by an Aligner to correct the original answer;

@ Use Aligner to induce correction upward to form a synthetic preference dataset;

(® Combined with the existing alignment algorithm RLHF/DPQ, the model performance is improved;
@ Multiple rounds of weak-to-strong generalization iterations,to achieve self-evolution of the model;

» After three rounds of iterative alignment, the model’s performance improved across multiple dimensions
and orders of magnitude;

NeurIPS 2024 Oral Presentation : Aligner: Efficient Alignment by Learning to Correct
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Alignment is essentially a multi-dimensional preference optimization problem

® The current mainstream alignment paradigm, such as RLHF, DPO, etc., uses a scalar label to mark which answer is "better".
® But in fact, "better" is abstract and vague. It is the result of a combination of multi-dimensional preferences (such as
helpfulness, harmlessness, humor, simplicity, etc.).
® Since different people, different scenarios, and different needs have different preferences for multiple dimensions, the
"better" label not only fails to fully reflect people's complex and diverse preferences, but may also lead to conflicts. Such an
alignment paradigm is flawed:
® Data annotations are inherently inconsistent and ambiguous = misaligned

® The optimization result is a single model = cannot adapt to people’s various preferences

NeurIPS 2024: Panacea: Pareto Alignment via Preference Adaptation for LLMs



Alignment is essentially a multi-dimensional preference optimization problem

® Therefore, we propose to model the alignment as a multi-dimensional preference optimization problem.

® [mprove label consistency by constructing a dataset for each preference dimension.

® The proposed method is the first Pareto solution set learning scheme in large model scenarios. It.can learn the Pareto
optimal frontier of multi-dimensional preferences, use one model to express the entire exponential order of Pareto optimal
alignment solutions, and align online and in real time with the preference vector given by humans during reasoning.

® We demonstrate the effectiveness of our method both theoretically and experimentally.

® [t has the advantages of scalability, lightweight, simplicity, efficiency, and Pareto optimality.



Panacea method design

The core observation is that human preferences have a core control over model performance, which is analogous to the
essential reflection of matrix singular values on matrix characteristics.

Therefore, a Panacea model design based on SVD-LoRA is proposed to embed the preference vector directly into the
singular values in SVD-LoRA.

During training, preference vectors are randomly sampled from the preference simplex and trained for the corresponding
comprehensive objectives.

During inference, the user sets a preference vector and gets amodel answer that is aligned with that preference.

Theoretically, we show that under realistic assumptions, Panacea can learn the entire Pareto optimal frontier.

Method Advantages:
® Only one model can express the entire Pareto frontier,
which is more efficient than previous studies and
lighter in inference;
® [t has a tighter generalization bound during training;
It decouples preference-related and irrelevant features,
has a certain degree of interpretability, and the

preference adjustment is more robust.



Panacea Experimental Verification: Solving the Classic Help-Harmfulness Dilemma




Panacea Experimental Validation: Extended to More Dimensional Preference Alignment

NeurlPS 2024: Panacea: Pareto Alignment via Preference Adaptation for LLMs



Full-modal model: A new combination of embodied intelligence and multimodal model

» LLM: World Knowledge + Reasoning Ability
» Multimodal LLM: image/speech/video perception + world knowledge + reasoning ability;

» Embodied multimodal LLM: exploration ability + interaction ability + image/sp€ech/video

perception + world knowledge + reasoning ability + 1mage/speech/video peréeptionr + world
knowledge + reasoning ability

Objective basis: The multimodal large model has the New trend: The introduction of action modality, that is, the
perception ability of cross-modal penetration and fusion, and embodied intelligence control modality, is not only a

can combine world knowledge and contextual learning substantial expansion of the application of multimodal large
capabilities to perform multi-modal reasoning and output. models, but also a new inspiration for embodied intelligence.

AnyGPT: Unified Multimodal LLM with Discrete Sequence Modeling

ManipLLM: Embodied Multimodal Large Language Model for Object-Centric Robotic Manipulation
https://github.com/PKU-Alignment/align-anything



Intent vs. Value Alignment: A Significant Challenge for Omnimodal Models

Scientific question: How do we align holistic models of embodiment + multimodality

with human intentions and values?

» Safety control challenges: The input and output space of all modalities is wide, and embodied intelligence has great
safety risks

» Modal fusion challenges: Adding multiple modalities brings illusions, and it is difficult to align multiple
modalities

» The current alignment algorithm has incorrect generalization, and the alignment target

Highlighting the Safety Concerns of Deploying SafeSora: Towards Safety Alignment of Text2Video Rich Human Feedback for
LLMs/VLMs in Robotics Generation via a Human Preference Dataset . Text-to-Image Generation
: : : : Omnimodal alignment requires the
Omnimodal robots have great Multimodal preference annotation requires : -
X ) ] algorithm to provide a more fine-
robustness and safety risks more data and is more difficult to annotate.

grained supervision signal



Align-Anything: A full-modal alignment scheme that covers multiple values

Core starting point: Leveraging more informative multimodal preference data to achieve
more accurate and fine-grained alignment

» By adopting information-rich feedback modalities (such as text, or even multi-modal-feedback including
text, images, and audio, rather than binary preferences), the amount of feedback information can be
expanded by orders of magnitude, helping to solve the problems of low alignment accuracy and low
alignment efficiency.

» Hot swapping of modes is achieved by using a unified language feedback from any to any modal.

A violinist plays
passionately on
stage with the
warm lighting,
captivating the
audience.

E Dataset

°8§8° All Modalities
12+ specific tasks

violin sound 5+ preference dimensions

16 Fine-grained Preference

“Paganini Caprice
No.24 in A minor”

n Language Feedback

[Understanding or Generationj critique & refinement

Annotation

ey

Data: The first 400K dataset covering
any-to-any modality including
language feedback




Align-Anything: A full-modal alignment scheme that covers multiple values

The core starting point: more accurate and fine-grained alignment with more
informative multimodal preference data

» To address the problems of low efficiency, slow iteration and difficult optimization 6f the RLHF/DPO
alignment solution, we proposed Learning from Language Feedback to enable fine-tuning of any-to-any
modality alignment.

o SFT
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Align-Anything: A full-modal alignment scheme that covers multiple values

Core starting point: Leveraging more informative multimodal preference data to

achieve more accurate and fine-grained alignment
» In order to solve the current problems of narrow scope, few dimensions and low interpretability of

multimodal evaluation, we proposed Eval-Anything, which evaluates any-to-any modality

understanding and generation capabilities based on language feedback, and enables any-to-any

alignment evaluation.

A beginner can learn to play the violin by
teps:
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_____________

Evaluation: Comprehensive
multi-dimensional
evaluation of any-to-any
modality generation and
comprehension tasks based
on language feedback
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Align-Anything: A full-modal alignment scheme that covers multiple values

Data, frameworks, algorithms, and

models are all open source

» The Align-Anything framework supports any-to-any-modal alignment, which is unique among the current open
source community. It fills the gap that the existing framework only supports single-modal or a few modal alignments,

and provides a unified and universal solution for the alignment of full-modal-large models.

Dataset: Open source 400K aligned dataset covering JA\ Y gn -AnN V thin g { topo | [ Done ]
12 modalities. N,y O T
Modalities i Image ] [ Text ] [ Video ] [ Audio ] [ ]
Algorithms: Open-source training code for arbitrary -
.. : . : Algorithm Evaluati
modalities, covering mainstream alignment fine- ( T rai:() J ( = I:V‘l;() }
tuning algorithms such as SET, RLHF, DPO, etc. Core | =mmmmmmmmmmmmmmmmmmmmmm e || mmmmem e
SFT DPO PPO RM API Open Model Multi Choice
Models: Open-source instructions follow fine-tuned S ORPO KTO SimPO Model-based Rule-based
models such as Chameleon and L1.aMA3.2-Vision, - N N
and expose fine-tuned datasets. Datasets Models
[ template.format sample() ] [ any model.from pretrained() ]
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https://github.com/PKU-Alignment/align-anything





