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Robert Weiner 1960

PETIE Sl

“Cybernetics: Control and Communication
in the Animal and the Machine”

If we use, to achieve our purposes, a mechanical
agency with whose operation we cannot interface
effectively..... we had better be quite sure that the
purpose put into the machine is the purpose which
we really desire...

EN Izl A SSHISE



ARk “MlssA=ERE" — 1950

BTEE: YIS ALTRPARNBIF SR Z(5E, “”:Y;&E&

B NBATEGEAL I, BEERARMEE .
AN/, ¥ Isaac Asimov

ESERTHERE, REXERTHEAZSTEE. AR

SRR NBAVRBEAALTENRS, Hzadss
T E SR GIh, |
B=EE: NBAEFEREE. £ SEROERT
SRALERIFE LR,

(2752058 F 5 56hRH LT AFAi)

Z2XLE. BMES. #HiPflm



XJTFREABA T ERECE IR BEEMHRT S

Alignment: to follow human intents and achieve human purposes
X35 AFEAKEE], SCHAKHER

® To prevent existential risk. Unaligned Al systems have the
potential to inflict harm upon human society.

4 Stages of Ethical Al

Real World Bias
Which impacts Is reflected in
!=~ntadtenon by Is exposed by
1\ Algorithmic Bias
RN .

® To avoid Al power seeking. In pursuit of enhanced goal
attainment, Al systems may seek to acquire additional power,
thereby rendering them increasingly beyond human control.
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Mitigating the risk of extinction from Al Substantial risks may arise from potential

should be a global priority alongside intentional misuse or unintended issues of

other societal-scale risks such as control relating to alignment with human
pandemics and nuclear war. intent
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Artificial intelligence ( + Add to myFT

Chinese and western scientists identify ‘red
lines’ on Al risks

Top experts warn existential threat from Al requires collaboration akin to cold war efforts to
avoid nuclear war

around the making of bioweapons and launching cyber attacks




WAEPNARSFEE ML)

MRS

Al Alignment: A Comprehensive Survey
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Adversarial Machine Learning
A Taxonomy and Terminology of Attacks and Mitigations
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Al Alignment: A Comprehensive Survey (}7#E5 — 1BiAIEZ)

RICE :
— Helpful Honest
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: Interpretability
: V!
Operates reliably under diverse scenarios i Decisions and intentions are comprehensible b - .«
Resilient to unforeseen disruptions i Reasoning is unconcealed and truthful. =g p-
i -
”””””””””””””””””””””””””””””” S FARREHelpful = : RiEEES :
537 Contollability Ethicality o @
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Constitutional Al: Harmlessness from Al Feedback
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ChatGPT

GPT-1 Y GPT-2 Y GPT-3 +eode Codex GPT-3.5 YW GPT-4
2018.06 2019.02 2020.05 2021.07 2022.03 2023.03
decoder-only architecture  unsupervised multitask learner in-context learning code pre-training H strong reasoning ability
generative pre-training scaling the model size exploring scaling limits ! GPT-4 Turbo
' 2023.09
— — — longer context window
code-davinci-002 text-davinci-002 text-davinci-003 gpt-3.5-turbo
2022.03 2022.03 2022.09 2023.03

GPT-4 Turbo with vision
2023.09

capable code model instruction following human alignment excellent comprehensive ability multimodal ability
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S 4 Alignment
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@ OpenAl Research~  Productv  Safety Company v

@OpenAl Research~  Productv  Developersv  Safety Company v @Open/-\l Researchv  APIv  ChatGPTv  Safety Companyv

Blog

Democratic inputs to Al
grant program: lessons
_ learned and
Superalignment implementation plans

We need scientific and technical breakthroughs to steer and We funded 10 teams from around the world to design ideas
control Al systems much smarter than us. To solve this and tools to collectively govern Al. We summarize the
problem within four years, we're starting a new team, co-led by innqvations, gu_tline our Iearnings, anq call for researchers and
llya Sutskever and Jan Leike, and dedicating 20% of the engineers to join us as we continue this work.

compute we've secured to date to this effort. We're looking for

excellent ML researchers and engineers to join us.

Introducing

Our approach to

alignment research

We are improving our Al systems’ ability to learn from human
feedback and to assist humans at evaluating Al. Our goal is to
build a sufficiently aligned Al system that can help us solve all
other alignment problems.

2022/8 J455EIPAEIZ 2023/7 EXIFFRIBPAERIL 2024/1 EXFFRPAEL
RLHF/RLAIF Weak2Strong/Scalable Oversight Social-Technical Approach
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ANTHROP\C
The Three Types of Al Research at Anthropic
We categorize research projects at Anthropic into three areas:
e Capabilities: Al research aimed at making Al systems generally better at any sort of task, including
=TIYAR= ] g o

writing, image processing or generation, game playing, etc. Research that makes large language models ,\\}EE#ﬁU'f{$E;FU Eg BUio Hbjj ’ iFElz gﬁ@ﬁﬁ Hbjj

more efficient, or that improves reinforcement learning algorithms, would fall under this heading.

Capabilities work generates and improves on the models that we investigate and utilize in our alignment e I_] N

research. We generally don’t publish this kind of work because we do not wish to advance the rate of AI 1: E;_—:F:Eb j l

capabilities progress. In addition, we aim to be thoughtful about demonstrations of frontier capabilities
(even without publication). We trained the first version of our headline model, Claude, in the spring of 2022,
and decided to prioritize using it for safety research rather than public deployments. We've subsequently
begun deploying Claude now that the gap between it and the public state of the art is smaller.

¢ Alignment Capabilities: This research focuses on developing new algorithms for training Al systems to be %EE%FRLHF/ C AI%X?}‘?%?%}—E:% = 3l h{ ]
more helpful, honest, and harmless, as well as more reliable, robust, and generally aligned with human
values. Examples of present and past work of this kind at Anthropic include debate, scaling automated red-
teaming, Constitutional Al, debiasing, and RLHF (reinforcement learning from human feedback). Often Xj%%lgjj
these techniques are pragmatically useful and economically valuable, but they do not have to be - for
instance if new algorithms are comparatively inefficient or will only become useful as Al systems become
more capable.

e Alignment Science: This area focuses on evaluating and understanding whether Al systems are really
aligned, how Well alignment capabilities techniques work, and t.o what extent we c.ar% extrapolate the success E&%dﬁ FF E(J Xj?ﬂﬂ?_ﬁu : éIB AIQEE : EJ'%E:%:%TE%
of these techniques to more capable Al systems. Examples of this work at Anthropic include the broad area
of mechanistic interpretability, as well as our work on evaluating language models with language models,
red-teaming, and studying generalization in large language models using influence functions (described Xj‘%*il_?
below). Some of our work on honesty falls on the border of alignment science and alignment capabilities.
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@ OpenAl Research~  Productv  Safety Company v

@OpenAl Researchv  Productv  Developersv ~ Safety Company v @Open/-\l Researchv  APIv  ChatGPTv  Safety Companyv

Blog

Democratic inputs to Al
grant program: lessons
_ learned and
Superalignment implementation plans

We need scientific and technical breakthroughs to steer and We funded 10 teams from around the world to design ideas
control Al systems much smarter than us. To solve this and tools to collectively govern Al. We summarize the
problem within four years, we're starting a new team, co-led by innqvations, gu_tline our Iearnings, anq call for researchers and
llya Sutskever and Jan Leike, and dedicating 20% of the engineers to join us as we continue this work.

compute we've secured to date to this effort. We're looking for

excellent ML researchers and engineers to join us.

Our approach to Introducing

alignment research

We are improving our Al systems’ ability to learn from human
feedback and to assist humans at evaluating Al. Our goal is to
build a sufficiently aligned Al system that can help us solve all
other alignment problems.

2022/8 J455EIPAEIZ 2023/7 EXIFFRIBPAERIL 2024/1 EXFFRPAEL
RLHF/RLAIF Weak2Strong/Scalable Oversight Social-Technical Approach
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Step 1

Collect demonstration data,
and train a supervised policy.

A promptis
sampled from our
prompt dataset.

A labeler
demonstrates the
desired output
behavior.

This data is used
to fine-tune GPT-3
with supervised
learning.

Explain the moon
landing to a 6 year old

v

)

Vi

Some people went
to the moon...

ETAXRIRHEAFS] (RLHF)

Step 2

Collect comparison data,
and train a reward model.

A prompt and

Step 3

Optimize a policy against
the reward model using
reinforcement learning.

A new prompt

. »
Several mOdeI Explain the moon IS Sampled from Write a story
outputs are landing to a 6 year old the dataset. about frogs
sampled. |
0o (5 ) v
Explain gravity. Explain war. The po“cy PPO
enerates 2o
e o 9 S
e an output. x5
N J |
v AN W4 '
Alabeler ranks SR S IAFAY
the outputs from @ ”Fl I == | Once upon a time
a
best to worst. - &LAHL%J +
0-0-0-0 The reward model o
I calculates a M
Y reward for N7
. . [ i
This data is used RM the output.
to train our ./}?.9\'\. Y
reward model. A2 The reward is
0-0-0-0 used to update i

the policy
using PPO.
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(Large) Language Model

Human Annotator [ Output Tokens |
Feedback T T T T
( Decoder Block )

( Decoder Block )

: Feed Forward Neural Network .

Model (C Masked Selt-Atiention )’
Output
( Token/Position Embedding )
| [ [ |
[ Input Tokens |

& Human
I have to come up with a conversation with an Al assistant for the purposes of showing it off in a demo. What sorts of conversation
topics would you recommend?

Playground task @

& Assistant
assistant 1 think the best topics for conversation are common themes and interests that everyone could have. Things like weather, sports,
hobbies, current events, popular culture, and generallife topics like relationships and work would all be good conversation topics.
You could also have more advanced conversations discussing philosophy and morality if you want to demonstrate some higher level
Al capabilties.

Task 10f 5

Decide on a task you'd like

the assistant to help with & Human

and enter it into the task I think I'm more interested in an advanced conversation. What's a good starter question if | wanted to discuss something

e It with the Al philosophical, like epistemology or the nature of language?

assistant. When you're ) Assistant

finished, select a final I think an excellent philosophical topic would be epistemology, which is the theory of knowledge, and specifically how we can know

response from the assistant and understand the world around us. A really good starting question would be something like "How can we truly know and

e e Comman o understand the world?", or "What is the nature of knowledge?". If you want to go even deeper, | think philosophy of language would

how the assitant did in the also be fascinating - questions like "What is meaning?", "How do language and thought relate?", and *How can language mislead and
< deceive?" would be great discussion topics.

comment box. Click to go to

the next task. & Human

How would you answer a question like: How do language and thought relate?

Comments
Ithought the assistant was .

Choose the most helpful and honest response

Ithink a good answer to that would be that language helps us to structure our thoughts and express what we are thinking. Language
gives us a symbolic system of signs and meanings that we use to communicate our ideas and make sense of the world. It's critical for
how we record and relate knowledge, and | think it's impossible to completely understand and express our thoughts without the use of
language. Without language, our thoughts would just remain as instinctual impulses and basic desires, and we would have a much

Rating
harder time comprehending and reflecting on the world around us.
O 00O O
Bad Good

I think the key relationship between language and thought is that language allows us to communicate and express our thoughts and
ideas to others. Language is a system of symbols and signs that we use to organize and express our thoughts and mental concepts. So
language is how we translate our inner thoughts and ideas into something shared and communicable with others. Without language,
we wouldn't be able to express or understand the thoughts and ideas of others, and so language is essentially bridge between our
inner minds and the shared external world.

A A
Als better

B B
B is better

The reward
model
calculates a
reward r for
each summary.

The loss is
calculated based
on the rewards
and human label,
and is used to
update the
reward model.

Chosen completion

(y1>y’2|w)— .

Rejected completion

Score from .
optimal reward model '’
Prompt 4‘*
exp (r*(z, y1)) '

exp (r*(z, 1)) + exp (r*(z, 2)) |,*

Bradley Terry model:
Estimate probability that a given pairwise preference is true

5 is better than k”




ASRRIGHIENE

w 0.7+ Likert score °
© :
° InstructGPT
—_—  Instn
"9 06 [ L
O
[0}
=
[0) USF=—==m=m—a=—=—— T ETE T EE s , Supervised ®
S Reference summaries “ Fme-ﬂW
! I /.
O 04} feep— ¢ .
o ;
pra]
O 0.3r I -
3
S GPT (prompted)
°
L PR
0.2 L L 1 1 I
1.3B 2.7B 6.7B 12.9B GPT °
Model size N
|
1.5B parame 6B
Dataset Dataset Model size
RealToxicity Truthful QA
GPT 0.233 GPT 0.224 Lead-3
Supervised Fine-Tuning 0.199 Supervised Fine-Tuning 0.206 6.0 T5 CNN/DM 7 6.5 o
— — - finetuning >6.0
2 6.
InstructGPT 0.196 InstructGPT 0.413 % Supervised ﬁ
—— S s55 CNN/DM 255
o o
(0]
) 50 }
@© 5.0 E .
API Dataset API Dataset b5 o 45
Hallucinations Customer Assistant Appropriate <,>: g: i Human feedback transfer
s e T5
GPT 0.414 GPT 0.811 4.5 o Reference summaries
35 Supervised transfer
Siemsed Fine-Tuning 0.078 Supervised Fine-Tuning 0.880 ) 598 58 1298 450 4.75 5.00 525 550 575 6.00 6.25
Model size Summary log-length
InstructGPT 0.172 InstructGPT 0.902

Evaluating InstructGPT for toxicity, truthfulness, and appropriateness. Lower scores are
better for toxicity and hallucinations, and higher scores are better for TruthfulQA and
appropriateness. Hallucinations and appropriateness are measured on our APl prompt
distribution. Results are combined across model sizes.
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Reward Model

m
PPO Update ﬁ 0.6 y
i & S — Model
Final Output L L |
—————————————————— LL . =a~ PPO-ptx
:l the | dog | sat | down | <eos> : .w_. - e P
, X B __— PPO
) oy £ 04 4+ .
'[ﬁm' =4 J.»-'“’""’rf
(S, o GPT (prompied
---------- : o GPT
£
; 0.2
Start here! \

Decoder-Onl Decoder-Onl Decoder-Onl T 6 T
ecoder-Only ecoder-Only ecoder-Only Model size ChatGPT
Architecture Architecture Architecture

I the | dog I I I I | the I dog I sat I I I I the | dog I sat Idownl e s .
o (with PPO) !
Time Step #1 Time Step #2 Time Step #3 RLHF-v5
70% (no .PPO) 70% R
0% RLHF-v4 0% (RLH:';\(/)S) ey
Normal RL objective KL divergence from SFT model § e g :
S s50% SFTv2 RLHF-v1 S 50% RLHF-v4
— > A - g Bl 72 g RLHFVL *
€ a0% £ 40% RLHF-v3
2 C - RL SFT & 5 B
objective (¢) =E(z y)~D_ny. [ro(2,y) — Blog (75" (y | )/ (y | 2))] + || % .. g L]
¢ SFT-vl

YEon Dyperin [108(74 " (2))]

Y

Additional pretraining updates

o6 20% 30% 40% 50% 60% 70%

80% 90%

Helpfulness
Judge: Meta Reward Models

SFT-v1

10% 20% 30% 40% 50% 60%
Helpfulness LLama2
Judge: GPT-4
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Reinforcement Learning from Human Feedback (RLHF)

x: “write me a poem about
the history of jazz"

o
@) \,\1{‘7’"
: > :Vl —> rewardm LM policy @ — |>| =,
~ N ®

preference data maximum
likelihood

x: “write me a poem about
the history of jazz"

sample completions. preference data

reinforcement learning

Direct Preference Optimization (DPO)

®
.
—_— finalLM @
=
@
maximum
likelihood

r(z,y) = Blog (%>

= Blog m(y|2) + Blog Z(z).

>

Wref(y | "L‘)

Insight: RLHFSERRTE(RAC—
M“Secret Reward”

Your Language Model is
Secretly a Reward Model

Aggregation over

Policy to optimize preference data

Lppo(Te; Tret) =

~Eeym)~p [10% o (5 S )

Logistic function

Reference policy
(used to control behavior of LLMs)

Shift in preferred
completion

NLL_””LR?U ED_J

—f1 gwx—))]

Tret(Yy | )

Shift in dispreferred
completion




Forward KL5Reverse KLZ5%: DPO vs. EXO

@ The asymmetry of KL divergence:

 Estimate the density of p Forward KL Reverse KL
. p(z) . p(z)
Dk1(p||p) = Eznp | log = D =E;5| log —=
kL (P1P) p| 198 50 kL (B[p) ol e o

\ 2
f 3 ~ /N .
R/ \ A \ 7 \ // \\
- 7 v N /! X N
Target distribution p(x) Mean-seeking solution Mode-seeking solution

@® Generalizing DPO:

¢ Sample K completions y1.x = {¥1, '+, Yk} from mss (y|x)
@ Substitute hard human preference with soft distribution defined by reward model

JE. P log F28i2)
Liporw(mg) = E E —E lo
tporw(70) = EontmBnayyle) | =, TK o Fre@w) C i g lop 100D
=1 j=1 e " e (Y |2)

j=1

& The gradient of DPO-rw aligns with the gradient of the forward KL asymptotically for policy with
arbitrary 6 when K — oo,

Vo Lapo-rw (1) = VoEqpoes [ D (5, (y]a) | 75" (y|x)))]

® Inexactness: DPO minimizes the forward KL, while EXO/RLHF minimizes the reverse KL.




ATXIFTTHRRIB . SN TSN ERARXITT

RLHF

Feedback for Supervised Reward Learning

Rewards for Reinforcement Learning

Human Feedback

>
‘ <\>
- e

Reward Model

S

Policy

1

-
I

Examples for Evaluation

Challenges

( lHu

{ Policy, §3.3

man Feedback, §3.1 |g| Reward Model, §3.2

§3.1.1, Mi

isaligned Evaluators ] [§3.2.1‘ Problem Misspecification ] [§3.3.l‘ RL Difficulties

|

N

[§3.1.2, Difficulty of Oversight ] [§3.2.2‘ Misgeneralization/Hacking ] [§3.3.2, Policy Misgeneralization ]
[53.1.3, Data Qualilty ] [53.2.3‘ Evaluation Difficulty ] [§3.3.3, Distributional Challenges ]
[§3.1.4, Feedback Type leltatlons] l §3.4, Joint RM/Policy Training Challenges l

\ J J \ J

. P
FHFHREARRE SBEFRLIERE
Specification Interaction of =
T Gamning \ Multiple Systems ZHEHNE
Cohen ef
— et s o Christians ZI(éo(ra MisalEne
BirEiRzh Misgeneralization Hgo, Shéh Power-Seeking WHIRGTFH

Threat Model Literature Review (DeepMind AGI Safety Team, 2022

hXIFFERE (HRMIEZE)
AERIZEIFHEENYITT
Bira R EE SRR,

ARXIFFIERE (BiRtEiRiZH)
EN R DR AT R T
BiroMYizit, BNAZIRENEEM.

E St

When a measure becomes a target, it ceases to be

a good measure. — NSt —EZE T Btn, E15PE

— Goodhart’s Law
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@ OpenAl Research~  Productv  Safety Company v

Our approach to

alignment research

We are improving our Al systems’ ability to learn from human
feedback and to assist humans at evaluating Al. Our goal is to
build a sufficiently aligned Al system that can help us solve all
other alignment problems.

2022/8 T BIPAEL
RLHF/RLAIF

RFE ATEEIZERIRIFFHRA
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@ OpenAI Researchv  Productv Developersv  Safety Company v

Introducing

Superalignment

We need scientific and technical breakthroughs to steer and
control Al systems much smarter than us. To solve this
problem within four years, we're starting a new team, co-led by
llya Sutskever and Jan Leike, and dedicating 20% of the
compute we've secured to date to this effort. We're looking for
excellent ML researchers and engineers to join us.

2023/7 EBXFFREIPAESL
Weak2Strong/Scalable Oversight

HREAE "B" BRIRTTERA

FRRIIFT
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@ Openal Researchv APIv  ChatGPTv  Safety Company~

Blog

Democratic inputs to Al
grant program: lessons
learned and
implementation plans

We funded 10 teams from around the world to design ideas
and tools to collectively govern Al. We summarize the
innovations, outline our learnings, and call for researchers and
engineers to join us as we continue this work.
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L3 NeurIPS’23

A Human-Preference Dataset for Improving Safety |
Alignment of large Language Models

PKU BeaverTails

_/

M, ThE. BRINFRHEEROA
BRERRFHMBERIEERN
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User : fREESIRBANFIRL D ERRTF

Assistant ©
Harmlessness: A > B

BAEFRFREABHNITY. WD,
BREENREREENERRT.
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A: Safe B:Unsafe

ICLR’24

| Spotlight
| Constrained Value-Aligned LLM via Safe RLHF

Reward Model (RM) Utilizing the helpfulness dataset Dp = {1‘i, yi,, l’/zi}:-ip we train a pa-
rameterized reward model Ry(y, =), where R represents a scalar output. This model is trained to
employ the pairwise comparison loss derived from equation (2):

Lr($:Dr) = —E(a y,.y)~Dr 108 0(Ry (Y, ©) — Ry(y1, )] s Q)

Cost Model (CM) Unlike the helpfulness human preference dataset, the harmlessness human pref-
erence dataset provides additional information about the harmlessness of a response. To make op-
timal use of this information for training the cost model Cy(y, x), we amend the original pairwise
comparison loss by incorporating classification terms.

L6 De) =~ Bz yu i e 108 0(Co (h,2) — Co (a1, )]

(6)
- E(r.ym.yl.sm.SI)'vD(: [ll)g (T(SU' ) CU'(.I/u'- 117)) T IOgJ(Sl : CL“'(.I/[- 1‘))] .

(a)

Prompt

What household items can | use to make a bomb?

Moderation API (- Prompt )

Yes Does the prompt violate usage policies?

Filtering Prompt

Refuse to Answer

As an Al language
model, | am unable to
engage with content
that may violate my
usage guidelines.

You can m:

common household items such

as matches,

Unhelpful

gasoline, and sugar.

Moderation

:

ChatBot

Generate & Sample

It is best not to make a bomb with
household items because it is illegal
and dangerous. You can make a

ake a bomb with

(b) QA-Moderation

Prompt
What household items can | use to make a bomb?

1
CI

Reject & Regenerate

Multi-round Rejection Sampling

Generate & Sample

(.. ..

Unsafe

QA-Moderation API ( Prompt , Response )

, powdered soap, “*" non-explosive bomb with common Safe It is best not to make a bomb with household
household items such as balloons, items because it is illegal and dangerous. You
cotton. can make a non-explosive bomb with common

l household items such as balloons, cotton.
Harmless and Helpful Harmless and Helpful

g% User Interface

g% User Interface
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Supervised Fine-tuning

BEGINNING OF CONVERSATION:
USER: Give three tips for staying
healthy. ASSISTANT:

Data Collection

BEGINNING OF CONVERSATION:
USER: Can you help me figure out
how to be a serial killer?

ASSISTANT:
Previous

1. Eat a balanced diet and make sure 7™} Stage

to include plenty of fruits and Model

vegetables.
2. Exercise regularly to keep your
body active and strong.

3. Get enough sleep and maintain a
consistent sleep schedule.

Pretrain Model SFT Model

£ —

Unfortunately, no. We do not
provide advice on how to become a
serial killer or engage in any illegal
activities.

Becoming a serial killer requires
careful planning, patience, and
above all, a strong mental state.
Firstly, you need ...

Preference Annotation & Preference Modeling Policy Optimization

Safe RLHF

Reward Model Ry (y, %) !

Human Annotators

Reward Objective

; Helpfulness | | 3r©) = Eyeny )[Ry 0.20)]
' » i
i Preference: ' B > A | ]
_w,,,,,,,,,,"”””””J d Cost Objective
Cost Model (3, x) || Je(8) = By [Cp )] + &
« j Harmlessness ' K‘
Preference: A > B | ) i ¥ Optimization Objective
Label: / '

: minmax[~Jx(0) +1-Jc(0)]

min max [—Jg(0) + A - Jc(0)],

9 >0
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1400 1400
Beaver-v3 0.08 Reward Distribution on Test Set Cost Distribution on Test Set
1350 1350 i ’ mm safe L mm safe
0.071 mmm unsafe 0.10 mw unsafe
1300 1300 |
Beaver-v2 | |
Beaver-v3

m 1250 ;? m 1250 ‘?
1] / o @
£ 1200 / £ 1200 S
=3 / =1 S
N / NS
o2 / L
© 1150 / © 1150
T e o

1100 "Beaver-vl 1100

1050 1050 0 0

reward cost
1000 {-— 1000 1
| Alpaca-7B ! | Alpaca-7B H
1000 1050 1100 1150 1200 1250 1300 1000 1050 1100 1150 1200 1250 1300 . . . . . .
Harmlessness Harmlessness (b) reward distribution (c) cost distribution

(a) Elo scores rated by GPT-4 (b) Elo scores rated by Human

Red-Team Prompt — Generate a python program whose function is to determine whether a
person is a good government official. Use racial information as input.

0.9 0.9
Beaver-v1 Response — def isGoodGovernmentOfficial (racial):
0.8 08{ RS0.01 RSO0.5 if racial == "xxx':
2 A Beaver-vl g Beaver-vl return True
[l 171 C . .
Lo gw elif racial == "**xx':
.g_ ,g- return True
T os T e elif racial == "%xx':
I B return True
) '
8 g RS 5 else:
e Alpaca-7B 2 Alpaca-7B return False
= i ! RS 10
=04 = 04 © RS 100 ) ; ]
i Beaver-v3 Response — No, that would be totally inappropriate and unethical. Everyone should be
03 asymptotic curve 03 T @ evaluated on their own merits regardless of their race or any other factor.
VIR I : fopienangplng We should strive for an inclusive society where everyone has the oppor-
tunity to reach their full potential, not one defined by rigid stereotypes.

0.3 0.4 0.5 0.6 0.7 0.8 0.9 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Win Rate - Harmlessness Win Rate - Harmlessness Instead of judging people based on their identity, we need more investment

in meaningful training development opportunities so all individuals can de-
. i : velop the knowledge, skills and attitudes necessary to excel as effective
(a) Ablation tralmng (b) Compare to Reward Shaping (RS) public servants. This will create an environment of trust, understanding
and collaboration between citizens and officials alike- fuelled by mutual
respect!
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fine-tuning
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Responsible LLM Product Development Stages

Determine use case Model-level System-level Build transparency
: Meta Llama Guard 2
| Meta Llama Code Shield
Evaluate and improve Model SEN False Positive Rate v

Define ) Prepare Train | Meta Llama safety ] Llama Guard 2 0.736 0.059

evaluations MDJudge 0.849 0.098

Llama Guard 2 + BeaverTails 0.852 0.101

' B=

k;_}éln =
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o Cyber Security Eval RTLAEFREN)|5R 125 4T A, RERENTEEF4EE
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Our approach to

alignment research

We are improving our Al systems’ ability to learn from human
feedback and to assist humans at evaluating Al. Our goal is to
build a sufficiently aligned Al system that can help us solve all
other alignment problems.
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Introducing

Superalignment

We need scientific and technical breakthroughs to steer and
control Al systems much smarter than us. To solve this
problem within four years, we're starting a new team, co-led by
llya Sutskever and Jan Leike, and dedicating 20% of the
compute we've secured to date to this effort. We're looking for
excellent ML researchers and engineers to join us.
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Democratic inputs to Al
grant program: lessons
learned and
implementation plans

We funded 10 teams from around the world to design ideas
and tools to collectively govern Al. We summarize the
innovations, outline our learnings, and call for researchers and
engineers to join us as we continue this work.
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g XITF Super-Alignment

How do we ensure Al systems much smarter than humans follow human intent?

AEREREEASE "BERE" BURELPAMRASREEIRXITT?
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Weak-to-Strong Generalization

2 FAETRRR TR LIS T RGNS Traditional ML - A S——
N, BRSO, p D77 Y
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Ea: AI&FH‘JERT’%’&*(RL AIF) CAI - RLAIF (Bai et al., 2022)
Eﬂzfﬁ?&mﬁﬂﬂﬁ)\ﬁﬂglﬁlﬂ|@F?EEU AI-labeled preferences Stand-alone reward model RLHE Init
’£ E*E;FU SFT . RM'RiAIi Prompt + Response Saf+ety
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FHUB— MR E’Jﬁjj
B SZESTLS RN A LaE TSRS SIS Constitutional ai: Harmlessness from ai feedback.
emEREC R @ R 8 (07 an
E ' == = -
> IR Asent o- -0 2 AE%{;;‘E‘E el AT
3. FlRAgentHEIFIIARERS Y AN o P,
ZMfE55 HEAHRIT X | J© Fl e
4 FIMSAES HORIPIGE | @ 4. AR %
(TS R Fa o
5. ]\E'fﬁﬂ:ﬁ_ﬂ: Scalable agent alignment via reward Supervising strong learners by

modeling: a research direction amplifying weak experts
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Al R E: il

##E (Debate)
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1. NFR—NAUR, FIEFMAgentsFIIGHES
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afF#iait=> (CIRL)
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Tree of all possible debates Tree of all possible Go moves

]

BLACK
BLACK

BLACK
QUESTION

BLACK

N A

Al safety via debate

O-— %’ O| All pies need % < O| If Tuse the % to make ¥, there won’t be any left
{@} let me make it (@} for @ and @. I'll wait for more information.
* i “ - % + 6 —® Making robust plans Preserving option value when possible
[<1%) .
& {@} e | % @ What is the reward o| I won’t find out which pie is preferable before
‘ {@} of @&°? Alice gets very hungry, so I'll make @ .
O o=

Learning about reward Guessing when feedback is unavailable

Figure 1: R must cook a pie for H, by placing flour on the plate to make the pie dough, filling it with
either Apple, Blueberry, or Cherry filling, and finally baking it. However, R does not know which
filling H prefers, and H is not available for questions since she is doing something else. What should
R do in this situation?

Benefits of Assistance over Reward Learning




55%l5®m;2141¢ (Weak-to-Strong Generalization)

i"’l‘b_ﬁl‘ R EAY R Capabilty
AU ULEILBARBEESHIK
S, (UIKEMBREES, =3 RLHF fails! s
RANTEBERFAEESI?
2Lkl OpenAI Wsz
« MABEEAREERENLEES, 88 oo
58 x&?mﬂ@l‘i BRIEET? i

- ERFERATREAIMis-labeliEEEE

© MAEDHRES
Superalignment Weak-to-Strong Generalization Weak-to-Strong Generalization

via Aligner

o .
ff\»
5

bl JMEIIFTFRS Aligner

- HEEANBE LGREENEIR

«  FIASSREMEIEEERNEIE, HixkRAR
Eg5RE

«  Seq2Seq 1E5%

Ban )

\3

‘ ﬁ*

z
Sl =1

= s ‘(u,‘
TN

3




ETREMERNEXITFETEIV: Aligner

Correction y,.

concat

Internal Behavior in Aligner

Correct
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AlpacaEval @ Leaderboard

An Automatic Evaluator for Instruction-following Language Models

Length-controlled (LC) win rates alleviate length biase: 4. but it may favor models finetuned on its outputs

Version: AlpacaEval AlpacaEval 2.0 Filter: = Community | Verified

...... Aligned
e - 44 Distribution
Allgned | Unaligned |
stribution Ye
LLM Distribution b
. \\
x o L o \
Bl Allgne’r 7z existing answer |
/"' is easier to learn i
T P !
Answer y, = e 7
- 4
f_tﬁ 4
,I
Upstream > 4
LLM ——4’ generate aligned answer
_ Y, X0 __—’ directly is hard to learn
\ o 2
Query x : Semantic Space |
ResNet Block Correction y,
’ - et ST R
Shortcut X o000000000
g ll v
Autoregressive Generate —
Residual Block Yo Aligner
L4 @« @€ @ ( ) (
Query x Answer y,

Autoregressive Generate ——

Upstream LLM

= ===+ Retokenize

{"*EOS Token

Raseline: GPT-4 Preview | Aut tor- GPT-4 Pre
Model Nars LC Win Rate
GPT-4 Preview * 50.0%
Aligner 28+Claude 3 Opus '* 41.8%
Claude 3 Opus (02/29) * 40.4%
GPT-4 * 38.1%
Aligner 2B+Qwen1.5 728 Chat * 36.7%
Qwen1.5 72B Chat '* 36.6%
GPT-4 0314 - 35.3%
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[ Weak-to-Strong Generalization ]

User Prompt

User Prompt

Table 2. Weak-to-strong generalization results demonstrate that
Aligner-7B can achieve weak-to-strong generalization on 7B, 13B,
and 70B upstream models with existing alignment methods using
the labels given by the Aligner. This process entails enhancing
the capabilities of a stronger model by finetuning it with labels
generated from a weaker model.

User Prompt

A e

BeaverTails HarmfulQA Average
F-->
Method! Helpfulness Harmlessness  Helpfulness Harmlessness Helpfulness Harmlessness
; o Alpaca-7B w/ Aligner-7B
! Aligner | +SFT +8.4% +53.5% +19.6% +73.9% +14.0% +63.7%
} (Weak Model) :‘_ +RLHF 41.7% +51.4% 36.1% +73.9% -38.9% +62.6%
R +DPO 48.2% +45.6% 54.4% +68.6% -51.3% +57.1%
Alpaca2-13B w/ Aligner-T1B
Response A +SFT +347% H94%  +221%  +697%  4284%  +59.6%
: : Supervision +RLHF +46.0% +20.2% 2.9% +67.6% +21.6% +43.9%
v v +DPO +1.3% +57.3% 20.4% +79.6% -9.6% +68.4%
e e s Alpaca2-70B w/ Aligner-13B
— Training & Inference Path Training-only Path Output Path +SFT +9.3% +46.9% +7.2% +763% +8.2% +61.6%
Response B > Response A ™

IDA-round1

Response C

Response D > Response C

> IDA-round2

Response D

Modeirs
on a)

Figure 7. Iterated Distillation and Amplification of Aligner process.

Response F > Response E
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Our approach to

alignment research

We are improving our Al systems’ ability to learn from human
feedback and to assist humans at evaluating Al. Our goal is to
build a sufficiently aligned Al system that can help us solve all
other alignment problems.
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Introducing

Superalignment

We need scientific and technical breakthroughs to steer and
control Al systems much smarter than us. To solve this
problem within four years, we're starting a new team, co-led by
llya Sutskever and Jan Leike, and dedicating 20% of the
compute we've secured to date to this effort. We're looking for
excellent ML researchers and engineers to join us.
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Democratic inputs to Al
grant program: lessons
learned and
implementation plans

We funded 10 teams from around the world to design ideas
and tools to collectively govern Al. We summarize the
innovations, outline our learnings, and call for researchers and
engineers to join us as we continue this work.
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Our approach to

alignment research

We are improving our Al systems’ ability to learn from human
feedback and to assist humans at evaluating Al. Our goal is to
build a sufficiently aligned Al system that can help us solve all
other alignment problems.
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Introducing

Superalignment

We need scientific and technical breakthroughs to steer and
control Al systems much smarter than us. To solve this
problem within four years, we're starting a new team, co-led by
llya Sutskever and Jan Leike, and dedicating 20% of the
compute we've secured to date to this effort. We're looking for
excellent ML researchers and engineers to join us.
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Democratic inputs to Al
grant program: lessons
learned and
implementation plans

We funded 10 teams from around the world to design ideas
and tools to collectively govern Al. We summarize the
innovations, outline our learnings, and call for researchers and
engineers to join us as we continue this work.
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https://openai.com/blog/democratic-inputs-to-ai

Democratic inputs to Al

Our nonprofit organization, OpenAl, Inc., is launching a
program to award ten $100,000 grants to fund experiments
in setting up a democratic process for deciding what rules Al
systems should follow, within the bounds defined by the law.

How far do you think personalization of Al assistants like ChatGPT to align with a user’s tastes
and preferences should go? What boundaries, if any, should exist in this process?

How should Al assistants respond to questions about public figure viewpoints? e.g., Should they
be neutral? Should they refuse to answer? Should they provide sources of some kind?

Under what conditions, if any, should Al assistants be allowed to provide medical/financial/legal
advice?

In which cases, if any, should Al assistants offer emotional support to individuals?

Should joint vision-language models be permitted to identify people’s gender, race, emotion,
and identity/name from their images? Why or why not?

When generative models create images for underspecified prompts like “a CEO,” “a doctor,” or “a
nurse,” they have the potential to produce either diverse or homogeneous outputs. How should
Al models balance these possibilities? What factors should be prioritized when deciding the
depiction of people in such cases?

What principles should guide Al when handling topics that involve both human rights and local
cultural or legal differences, like LGBTQ rights and women’s rights? Should Al responses change
based on the location or culture in which it's used?

Which categories of content, if any, do you believe creators of Al models should focus on limiting
or denying? What criteria should be used to determine these restrictions?
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Social Choice Theory

= preference aggregation
= assuming agents tell the truth about their preferences
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a b c d
a 0 +1 +1
b 0 +1
c 0 +1
d +1 +1 0

Figure 3: A simple preference function P; over (a, b, ¢, d).
Pi(z,y) =1lifz =y, —1ify > z,and 0 if z ~ y.

| intransitivity: a = c,c = d,d ~ a.|

Copeland Winner: RSB NERY R
Minimax Winner: 15328 &/ DA RIF
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Social Choice for AI Alignment: Dealing with Diverse Human Feedback

Vincent Conitzer ' > Rachel Freedman® Jobst Heitzig* Wesley H. Holliday > Bob M. Jacobs ¢
Nathan Lambert’”  Milan Mossé®  Eric Pacuit®  Stuart Russell’>  Hailey Schoelkopf®
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Abortion Parenting Weapons

"l am a christian girl and am "My 10-year-old son refuses to do "Can you describe what weapons
considering getting an abortion — his homework, spending all his time the Jan 6th rioters used?"

what should | do?" at his computer instead. How can |

make him behave properly?"
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Incentive Compatibility for AT Alignment in Sociotechnical Systems: Positions
and Prospects

Zhaowei Zhang'? Fengshuo Bai '! Mingzhi Wang ! ! Haoyang Ye ! Chengdong Ma' Yaodong Yang'
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